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[bookmark: _Toc229136669]1. Introduction
Under UK data protection law (UK GDPR and the Data Protection Act 2018), individuals have the right to be informed about how their personal data is used.
This privacy notice explains how Muscliff Primary School collects, uses, stores and shares personal data about individuals we employ, or otherwise engage to work at the school.
This notice does not form part of any contract of employment and may be updated from time to time.
Muscliff Primary School, Broadway Lane, Bournemouth, BH8 0AB (01202 549654), is the data controller.
We are registered with the Information Commissioner’s Office (ICO): ZA157000.
We process personal data in accordance with data protection principles, ensuring it is:
· Used lawfully, fairly and transparently
· Collected for specified and legitimate purposes
· Limited to what is necessary
· Accurate and kept up to date
· Retained only as long as necessary
· Kept secure

[bookmark: _Toc229136670]2. The Personal Data We Hold
We collect and process personal data necessary for employment, safeguarding, and organisational management.
Personal data includes:
· Name and contact details
· Date of birth, gender and marital status
· Emergency contact details
· Payroll, salary, pension and benefits information
· Bank details, National Insurance number, and tax information
· Recruitment records (e.g. CVs, references, right to work checks)
· Qualifications, training and employment history
· Performance and appraisal records
· Disciplinary and grievance records
· Absence and leave records
· Driving licence details (where relevant)
· Records of use of school IT systems

Special category (sensitive) data includes:
· Health and medical information (including sickness records)
· Disability information
· Trade union membership
· Equality monitoring information
· Photographs and CCTV images

Criminal offence data includes:
· Disclosure and Barring Service (DBS) checks
· Safeguarding-related information

We may also receive information from:
· Previous employers or referees
· Local authorities
· Government departments
· The Disclosure and Barring Service
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We use personal data to:
· Pay you and administer employment benefits
· Verify your right to work in the UK
· Manage your employment contract and working arrangements
· Ensure safe recruitment and safeguarding (in line with Keeping Children Safe in Education)
· Support performance management and training
· Monitor equality and diversity
· Manage workforce planning and finances
· Comply with legal and regulatory requirements
· Maintain network and system security
· Manage sickness absence and occupational health
· Assess fitness to work
If required data is not provided, we may not be able to fulfil contractual or legal obligations.
We will only use your data for the purposes it was collected unless a lawful, compatible reason applies.

[bookmark: _Toc229136672]4. Lawful Bases for Processing
We process personal data under the following lawful bases:
4.1 Contract – Article 6(1)(b)
Processing necessary to:
· Fulfil your employment contract
· Administer pay, benefits, and working arrangements

4.2 Legal Obligation – Article 6(1)(c)
To comply with laws including:
· Employment law
· Safeguarding obligations (Keeping Children Safe in Education)
· HMRC and tax regulations
· Health and safety legislation

4.3 Public Task – Article 6(1)(e)
For the school to carry out its official education and safeguarding functions.

4.4 Consent – Article 6(1)(a)
Used only where appropriate, such as:
· Use of photographs
· Certain optional communications
Consent can be withdrawn at any time.

4.5 Vital Interests – Article 6(1)(d)
Where necessary to protect life in emergencies.

As a public authority, we do not rely on legitimate interests for core processing activities.

4.5 Special Category Data (Article 9 UK GDPR)
We process sensitive data under the following conditions:
· Article 9(2)(b) – Employment and social protection law
· Article 9(2)(g) – Substantial public interest (e.g. safeguarding, equality monitoring)
· Article 9(2)(h) – Occupational health and fitness to work
· Article 9(2)(a) – Explicit consent (where required)
Supported by Schedule 1 of the Data Protection Act 2018.

Criminal Offence Data
Processed under:
· Schedule 1, Part 2 of the Data Protection Act 2018 (safeguarding of children and vulnerable individuals)
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Most personal data is collected directly from you.
We will inform you:
· Whether data is mandatory
· The consequences of not providing it
We may also obtain data from:
· Previous employers
· References
· Government bodies
· DBS and safeguarding authorities
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We store personal data securely and only for as long as necessary.
We follow the IRMS Schools Records Management Toolkit, including:
· Staff personnel files: retained for 6 years after employment ends
· Safeguarding records: retained longer where required
Data is securely destroyed when no longer required.
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We only share personal data where necessary and lawful.
We may share data with:
· Local authority (BCP Council)
· Department for Education
· HMRC and pension providers
· Ofsted
· Occupational health providers
· Payroll and HR service providers
· Professional advisers (legal/financial)
· Police, courts or safeguarding authorities
All third parties must process data securely and only in line with our instructions.

[bookmark: _Toc229136676]8. International Data Transfers
Where personal data is processed outside the UK, we ensure appropriate safeguards, such as:
· UK adequacy regulations, or
· International Data Transfer Agreements (IDTAs)
You can request details of these safeguards.

[bookmark: _Toc229136677]9. Filtering and Monitoring
Use of school IT systems may be monitored in line with DfE Filtering and Monitoring Standards (2023) to:
· Maintain system security
· Prevent misuse
· Safeguard pupils and data

[bookmark: _Toc229136678]10. Automated Decision-Making
We do not make employment decisions based solely on automated processing.
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We will contact you regarding:
· Employment and contractual matters
· School operations
· HR and payroll
These are service-related communications, not marketing.
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Under UK GDPR, you have rights including:
· Access to your personal data
· Correction of inaccurate data
· Erasure (in certain circumstances)
· Restriction of processing
· Objection (where applicable)
· Data portability (limited cases)
· Withdrawal of consent
You will be informed of any personal data breach where there is a high risk to your rights and freedoms.
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If you have concerns, please contact us first.
You may also contact the Information Commissioner’s Office (ICO):
· https://ico.org.uk/make-a-complaint/
· 0303 123 1113
· Wycliffe House, Wilmslow, Cheshire, SK9 5AF
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Data Protection Lead (DPL):
Paula Harvey
School Business Manager
Muscliff Primary School
Data Protection Officer (DPO):
Paul Morgan
Independent Data Protection Officer
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· CCTV is used for security and safeguarding purposes
· Monitoring of IT systems is carried out to protect data and users

[bookmark: _Toc229136684]16. Changes to This Notice
We may update this notice periodically. The latest version will always be available from the school or intranet.

image1.png




